Today’'s Ransomware — Lockbit(Black)

Jun.30. 2023
1. Blocking screenshot by trueEP®
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2. Victim in case trueEP® was not installed - All file name's extensions were changed to <File
Name> AFfGduKAp.

I = HuEZ *AFfGduKap - 22 C23 (C)2 24 21t - O x
£ =5 £7 R Q
&« v o @y BEZ O3 ()9 24 B » v | D * AFfGduKAp »
L= ST LW o= 37 £G4 ~
* EARI|
rep— 3@ storevol AFfGdukaAp
3 USStmp b AFFGdu...
J OosEc :
3 USSres00002jrs.AF...
5 =M 3 AggregateCache.uc...
=] AT 3 USS jt AFFGduKAp
B =cy 3@ USSres00001 jrs.AF...
J\_ sof 3 USS.jcp AFfGdukap
3 store jfm AFGduKAp
@ OneDrive

3 ActivitiesCache.db....
O L pC 3 ActivitiesCache.db-...
3 ActivitiesCache.db-...
3 Ltest.cdpresource....
3@ Ltest.cdp. AFGduUK...
3 Connected Devices...
3 CDPGlobalSettings....
=¥ FAER2DGC-ED2B-4...
= FAER2DBC-ED2B-4...
=¥ FAER2DGC-ED2B-4...
3 results.xsl AFGAUK...
3 NetworkDiagnostic...
3 ResultReportxmlA..

A ECE]

w
=]
J
Sl
ok
i}
i
i




3. Ransomware Notice

AFfGdukAp.README tet - Windows H 23 - a X
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MAIl of your files are encrypted!!!

To decrypt them send e-mail to this address: fastwindGlobe@mail.ee

In case of no answer in 24h, send e-mail to this address: fastwindglobe@cock.li
You can also contact us via Telegram: @decryptfastwind

In case of non-payment, all your files will be posted to the public Internet!
Your personal DECRYPTION ID: C9772C004D6BDAD35C8C819F05C0O781D
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4. Victim screen attacked by ‘Lockbit(Black)’ ransomware
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Ageyour important files are stolen and encrypted!
zeee 0 gy must find AFfGduKAp.README.txt file
and follow the instruction!
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